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BotNet in internet of things
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Abstract: C&C communication detection used in IoT DDoS BotNet is an important part to identify DDoS BotNet.
By analyzing C&C communication traffic in the BotNet, the characteristics of the smaller C&C communication data
packet and the periodicity of DNS communication were summarized. Based on these characteristics of the network

communication traffic, a method to identify C&C communication in the BotNet was proposed, which helped to im-

prove the accuracy rate of identifying C&C communication in the BotNet.
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